ISSN 2348-1196 (print)
International Journal of Computer Science and Information Technology Research ISSN 2348-120X (online)
Vol. 4, Issue 1, pp: (214-216), Month: January - March 2016, Available at: www.researchpublish.com

SQL Injection Tester

'Kshitij Tambde, 2Mukesh Bhikane, *Dinkar Telap

Atharva college of Engineering, City-Mumbai, Country-India

Abstract: SQL injection is the most common attack for web applications and widely used exploit by hackers all
over the world. A malicious hacker can do a lot of harm if he wishes to. SQL injection is a security vulnerability
that occurs in the database layers of an application. SQL injection is a technique to pass SQL code into interactive
web applications that employ in database services. The employment of SQL Injection Attacks, can lead to the leak
of confidential information such as credit card numbers, commercial information & table structure. The attackers
can get the entire schema of the original database and also corrupt it. In this paper, we have proposed the
Detection Model of SQL Injection Vulnerabilities and SQL Injection Mitigation Framework. These approaches
are based on SQL Injection grammar to identify the SQL Injection vulnerabilities during software development
and SQL Injection Attack on web applications. SQL injection tester will secure web applications from all the
above SQL injection attacks. It will test any web application for sgl injection attack & will generate the report
which will inform the web developer that for which sql injection attacks his web application is vulnerable. In
today’s world where security is becoming very critical issue this application is going to be very useful.
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1. INTRODUCTION

SQL injection is a technique where malicious users can inject SQL commands into an SQL statement, via web page input
Injected SQL commands can alter SQL statement and compromise the security of a web application.

An SQL injection attack consists of insertion or "injection™ of either a partial or complete SQL query via the data input or
transmitted from the client (browser) to the web application. A successful SQL injection attack can read sensitive data
from the database, modify database data (insert/update/delete), execute administration operations on the database (such as
shutdown the DBMS), recover the content of a given file existing on the DBMS file system or write files into the file
system, and, in some cases, issue commands to the operating system. SQL injection attacks are a type of injection attack,
in which SQL commands are injected into data-plane input in order to affect the execution of predefined SQL commands.

2. BASIC CONCEPT

An SQL injection attack consists of insertion or "injection" of either a partial or complete SQL query via the data input or
transmitted from the client (browser) to the web application. A successful SQL injection attack can read sensitive data
from the database, modify database data (insert/update/delete), execute administration operations on the database (such as
shutdown the DBMS), recover the content of a given file existing on the DBMS file system or write files into the file
system, and, in some cases, issue commands to the operating system. SQL injection attacks are a type of injection attack,
in which SQL commands are injected into data-plane input in order to affect the execution of predefined SQL commands.
An application under test might have a user interface that accepts user input that is used to perform the following tasks:

1. Show the relevant stored data to the user e.g. the application checks the credentials of the user using the log in
information entered by the user and exposes only the relevant functionality and data to the user

2. Save the data entered by the user to the database e.g. once the user fills up a form and submits it, the application
proceeds to save the data to the database; this data is then made available to the user in the same session as well as in
subsequent sessions.
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‘SQL INJECTION TESTER’ sql is a web application which will test any web application and network system for sql
injection vulnerability as well as generate a report which will tell client about how secured his web application is as well
as make him aware towards network security.

The project is going to be useful for all the network security users, all those companies whose daily transactions are based
on network.

In many fields daily transfer of important and confidential data is done in such fields protecting data is the most important
task for such field sqgl injection attack may bring huge loss.

For such needs we have created an easy to use web application which is making significant awareness about network
security.

SQL Injection.

User-ld | itswadesh

Password | newpassword

select * from Users where user_id= itswadesh’ <
and password = " newpassword ’

Userdd{*OR 1= 1; /*

Password | */..

select * from Users where user id=""OR1=1; /*'
and password = ' ¥/

3. CONCLUSION
The sql injection tester can be used to secure a website from sqgl injection attack.
Advantages:
1. It secures website forms
2. It secures Database.
3. It secures php forms.
4. It secures from http attack.
Disadvantages:
1. Does not secure from XSS.

2. Does not secure from DOS attack.
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